IMonitor

About IMonitorSoft

Since the year of 2002, coming with EAM
Security Series born, IMonitor Security
Company stepped into the field of security
softwares. After improving EAM Products
and adopting customers useful suggestions.

IMonitor Security Company has been from
being nobody to well known in this field, for
now IMonitor Security Company has
developed three series of products,
business, home and remote. And according
to the difference of three series, IMonitor
Security Company also divided into three
research and support teams. More
professional and qualified customers
service, all that is IMonitor Security
Company chasing for.

IMonitor EAM - Centralized
employee monitoring solution
_@ EXF DL I Professional Edition (FREE TRIAL) 5.3 - IMonitor EAM @E‘%

Reports Remote Desk | Software /Hz Task Manage | File Manager Settings / Hel Options'i

QERLE e @MPO GG e

Logs Top Top  Activity Snap Key APP  System Alerts Email Web FTP Chat File / Prin
Summary Apps Websits Control shots strokes History Events ks - i - Clipboard = Job
Overview System Internet
Agent List

| Computer Mame | IP Address |User | Dperating System

g8 @ O Ungrouped Agent [Click. ‘Agent Management -> Refresh Agent List' ta update computer list.]

I—_’. B2 john-think. 192.168.1.100 Johin ‘Windows 7 Home Basic Edition Service Pack 1 [build 7801), 32-bit
“:'; (o] imonitor-32e62a 132.168.1.101 John Windows XP Professional | Service Pack 3 [build 2600]
«
£l = <5060 § Logsyne

Top 20 websites visited (Based on second)

testyigi.demo.baixing.me3 1981
W m § 2020




Monitoring Survey

o
9 6 A) Nearly ALL of the companies surveyed confirmed their suspicions of INTERNET
ABUSE, lostproductivity, and complianceviolations.

o
90 A) of respondents found employees spending work hours surfing the Internet for
personalreasons.

o)
89 A) of all companies surveyed found as much or MORE ABUSE than expected, and
28% found “far more” abuse.

%
84 O of companies surveyed found Imonitor EAM monitoring to be as valuable, or
MORE VALUABLE, than filtering.



Do you have like?

Which employees are spending the most time surfing web sites?
How much time employees spent on each application?
Who is spending time on shopping sites, sports sites or adult sites?
Which employees chat or use anonymous email services like Hotmail and Yahoo mail?
Who is sending the most emails with attachments?

Which employees may be leaking company confidential information via removable media like flash
drives, CDs and DVDs?

Which employees are printing sensitive documents?
Who is arriving to work late and leaving early? Who takes long lunch breaks?

What are my employees searching for on Google, Yahoo and MSN?



With [Monitor EAM you will see

E‘ZLJ Keystrokes:
~0  Logs all Keys They Press on the Keyboard.

ln Remote Desktop:
== You may easily have a look at any user's deskiop, see what they do on the computer in real time.

Email:
COutgoing and incoming email via SMTP/POP/IMAP; Exchange; MAPI. Web based yahoo mail, hotmail, AOL mail sent.

. Website:
w Record site, URL, search keywords, http file download of all web browsers. Count how much time employee spent on each
siteffire fox and IE).

Screenshots:
Take snapshots of the remote PC screen,easy spying without your presence. Time-sorted history of the activity in
compressed JPEGs on your computer.

- Document Tracking:
u Record file activities as user did, such as copy, modify, delete, rename, create.

= Print jobs:
[\ Record print jobs with detailed information, such as document name, pages, copies, paper size, who and when print the
= gocument

Chat and instant message:
MSM, windows messenger, Yahoo messenger, ICQ. Log both incoming and outging instant message.

File transfer:
Computer-level via FTP/HTTF; USB Drives.

Program activity:
Monitor programs usage activity in real time. show top used applications by time with chart reports.
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Removable divice activity:
Record USB disk addiremove activity, send alert to EAM server when user use usb disk or copy document to it.

Hardware management:
Collect primary and common computer device information and store in centralized database.

| -

Software management:
You can see all installed software on remote computer, you even can uninstall unwanted software remotely.



With [Monitor EAN you can
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Audit how much time employees spent on each website,

Audit how much time employees on each application.

View more than 40 kinds of build-in reports and export HTML format report with one click.
(Professional edition only)

Block useless websites and applications
(Professional edition anly)

Disable usb disk to avoid inner data theft.
(Professional edition only)

Get alert when employee use removable disk or do other sensitive action on the computer.
(Professional edition anly)

Audit enterprise computer hardware and software assets.

Take full remote control of all computers in the network, send file, instant messgae to remote user.

Manage file remotely, copy, move, delete, upload, and send document to multi users.



include 7 monitoring &
management modules

Agent Management

Computer & Internet activity
monitoring

Remote Desktop & Remote Control

Software & Hardware asset
management

Centralized Task Manager
Remote File Management

More than 50 build-in Reports
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Computer & Internet Activities Overview

I Application With Keystrokes: 263
I File Log: 9658
Clipboard Log: 1133
Email Received: 4
b Email Sent: 3
I Website History: 8146
, Accessed URL: 23201
I, Referring Downloaded: 48
B Search Query: 221
I FTP Uploaded: 37
I\ FTP Downloaded: 37
B Print Job: 4
I Chat Conversation: 84

\
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Computer & Internet Activities Overview

4178 M Application With Keystrokes: 60
s File Log: 443
» Clipboard Log: 1056
% Email Received: 4
M Email Sent: 3
M Website History: 4178
I Accessed URL: 11040
[, Referring Downloaded: 30
B Search Query: 96
I FTP Downloaded: 0
B Print Job: 4
B Chat Conversation: 32
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Logs Overview, With the pie chart you can see how many logs Imonitor EAM
has collected from the specified computer .
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Computer Name: john-think From Date; 2011-09-11 :
Q5 Name: Windows 7 Home Basic Edition Service Pack 1 (build 7601), 32-bit To Date: 2011-09-17 n
Department Name: Ungrouped Agent Keyword:

Ip Address: 192.168.1.100 Report Created Time: 2011-09-17, 00:34:17
User Account Name: john-think - John
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More than 50 build-in reports, IMonitor EAM allows you to view more than

40 kinds of build-in reports and export HTML format report with one click.
(Professional edition only) .
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Top Applications, The software can show you how much time employees
spent on each application, like chat, game, web.
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Top Websites, Easily to get the favorite sites of each employee, analyse how
much time they spent on online shopping, game sites.
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[Double click to showthe selected desktop in a newtab page.]
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REAL TIME Remote Desktop & Remote Control, You may easily have a look at any
user’s desktop, see what they do on the computer in real time. Take full remote
control of all computers in the network, send file, instant messgae to remote user.
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Keystrokes Monitor, Record any user’s keystrokes on the client computer in
real time mode. Passwords, email, chat conversation.
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ystrokes Monitor, Record any user’s keystrokes on the client computer in
real time mode. Passwords, email, chat conversation.
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Screenshots Viewer, Play back the screenshots as video to find every detail of
the employee’s work time.
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Application History, IMonitor EAM will track the day and time a program is
launched and the total duration of activity in that program. Program specific
information is also recorded including the window title.
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@ 01321681100 [Prezs button 'Previous' to browse the previous page.] |E|
E [ 20110902, 2010029 John Resume Suspend
B O 20011-09-02, 222310 Jaohn Suzpend
E [ 2011-09-02, 2222742 John Resume Suspend
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E [ 20170903, 226622 Jobn Resume Suzpend
E [ 2011-09-04, 02:11:35  John Suzpend
E [ 20110304 120012 Jobn Resume Suzpend
B O 20011-09-04, 12:09:02  Jaohn Suzpend
E [ 2011-09-04, 1226904 John Resume Suspend
B 20170904, 145240 John Sugzpend
E [ 20110904, 17:3359  John Fesume Suspend
E 20170904, 204316 Jobn Sugpend
B [ 2011-09-04, 21:4241 John Resume Suzpend
E [ 2011-053-05, 01:57:.48  John Suspend
B 20170909, 11:47.55  Jobn Resume Suzpend
E [ 2011-09-05, 13:24.54  John Suspend
B [ 201709059, 19.0454  John Resume Suzpend
Cllck here to see everything you can d:i *

System Events, All system events will be recorded with time stamp, like
Windows startup, shut down, suspend, user login, logoff and so on.
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@ 2011-09-06, 13:34:20 John A removable disk/media haz been added
@ 20M1-03-06, 13:34:20 John A removable disk/media has been added IR
@ 2011-09-06, 13:34:20 John A removable disk/media haz been added W
@ 20M11-03-06, 14:34:57 John A remiovable disk/media has been removed S
@ 2011-03-06, 14:34:57 Jahn A removable disk/media has been remowved T
@ 2011-03-06, 14:34:57 John A removable disk/media has been removed (1R
@ 2011-03-06, 14:34:57 John A removable disk/media has been removed W
@ 2011-09-06, 16:05:565 John Uszer download a file from website. Awebidgogame_ 1257347 zip
@ 2011-03-06, 18:06:04 John User download a file from webzite. Awebsgqgame_1257347 zip
@ 2011-09-07, 00:56:12 John A document has been printed, file: /A ProgramD atatbolt_cmn_clienttdownloadiprint. html
@ 2011-09-07, 00:59:45 John A document has been printed. file: A#C:\ProgramD ata\bolt_cim_clientsdownlaadiprint ktrl
@ 201-09-07, 01:01:12 John A document has been printed, file: /A ProgrambD atatbolt_cmn_clientdownloadprint. html
@ 2011-09-07, 01:01:60 John £ document has been printed. file: £ AC:\ProgramD atatbolt_cma_clienttdownloadhprint. bl
@ 2011-03-07, 02:42:08 John User download a file from website, ftom-skypesetup exe
@ 2011-09-07, 14:19.07 John Uszer download a file from website. ol verfeamproverziond. 3.zip
@ 2011-03-09, 03:18:49 John User download a file from webzite. HMorm-skypesetup.ere
@ 2011-09-10, 01;1 254 John Uzer download a file fram website, Awebdgooame 1248247 zip
@ 2011-09-10, 04:13:08 John Uzer download a file from webzite. Hwebdqqgame_1248247 zip
@ 20M1-09-12, 16;26:45 John Uzer download a file from website, Jgo_diff_7-8.zip =
@ 20010912, 16: 2717 John Uszer download a file from website. ftom-skypeszetup. exe
@ 2011-03-12, 20:09:34 John User download a file from webzite. Awebsgqgame_1253397 zip
@ 2011-09-14, 00:27:04 John User download a file fram ftp server. Mic IV QgUAERCGBhcRBgGY AN
@ 2011-09-16, 185308 John User download a file from webzite. HMorm-skypesetup.ere
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EAM Alerts, EAM Agent will send alert to the server when employee use an
USB disk, transfer file to FTP server, print document and so on.
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From: support @imonitorsoft. com
Save As

. Lol | Ta: sales@imonitorsoft.com

um
Time: 2011-09-10 23:31:32:0004

Subject: RE: Ticket ID #372 Reply

Attached File:
Content:

4]
[
| 3

=le Can vou see some message after you adding agents?
M One more thing, do you have an order number?

i Thanks
4E || Leon
Ticket ID: 372

Subject: Cannot add agents
Department: IMonitor EAM

Priority: Urgent

Date Submitted: Sep 10 2011, 822 AM

You can view your ticket using this link: http://www imonitorsoft. com'helpdesk/index phpact=tickets&code=view&id=372 T

If there is anything we can do to be of assistance, please let us know.

Regards,

m

The IMonitor Support team.

hitp-/www.imonitorsoft. com/helpdesk
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Email monitoring, IMonitor EAM can record outgoing and incoming email via
SMTP/POP/IMAP; Exchange; MAPI. Web based yahoo mail, hotmail, AOL mail
sent.
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Website History, Record site, URL, search keywords, http file download of all
web browsers. Count how much time employee spent on each site(fire fox
and IE).
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Chat Conversations, IMonitor EAM can record MSN windows messenger,
Yahoo messenger, ICQ. Log both incoming and outging instant message.
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Document Tracking, IMonitor EAM can Record file activities as user did, such

as copy, modify, delete, rename, create.
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Print Job Tracking, Record print jobs with detailed information, such as

document name, pages, copies, paper size, who and when print the
document.
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Removable USB Disk Monitoring, Record USB disk add/remove activity, send
alert to EAM server when user use usb disk or copy document to it.
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Software & Hardware Management, Audit enterprise computer hardware
and software assets.
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Remote File Management, Manage file remotely, copy, move, delete, upload,
and send document to multi users.
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Centralized Task Manager, View remote computer’s running status in real-
time, end any application with one command.



Benefits

Technical Benefits:

Every facet of PC usage is monitored and recorded at the workstation level providing you with valuable
information about how your office PCs are being used.

All collected PC activity logs are transferred to a centralized depository (called the Data Vault) allowing for quick
access, backup and review by the IMonitor EAM Dashboard application.

The flexible architecture of IMonitor EAM allows your monitoring and surveillance capabilities to expand as your
company grows.

Remote deployment tools make installation, configuration and ongoing data collection easy.

with multi-level user accounts, optional file encryption for Email Attachments and Snapshot files, and a
centralized database, IMaonitor EAM offers multiple layers of security for your recorded data.

The client recorder installs in seconds and operates in "stealth mode” so your employees are unaware that they
are being monitored.



Benefits

End User Benefits:

The IMonitor EAM Dashboard, with its feature rich User Interface and built-in Wizards, offers both a "High Level
View"” and "Detailed View"” of how your employees use the Internet and Computer Resources.

IMonitor EAM provides you with numerous tools and capabilities, making it the most powerful Employee
Monitoring package on the market.

You can create customized charts and reports to address the specific needs of your organization.

Powerful search capabilities are provided that allow you to sift through voluminous data to locate a specific word
or string.

There are more than 60 built-in charts and reports that can be generated quickly on demand.



Nonitor EANM Pro Price List

Purchase IMonitor EAM Professional Edition

2 IMonitor EAM is the best employee monitoring software for business. After you pay you will instantly receive your

registration code and full verzion download link. Delivery iz performed via email.

[2*%ou need a separate license for each computer you want to monitor in your company. Please choose the right license below. License

agreement alows instaling a monitering module (Menitor) on several computers. This allews several managers to have Emplovee Activity

Meonitor instaled to track computers in their respective departments.

[Base License [Price(usD)  |[order Link
|5 computers license - License to monitor up to 5 remote computers |$499.95 |Bu5' How
|1U computers license - License to monitor up to 10 remote computers |$699.95 |Bu;' Mow
|15 computers license - License to monitor up to 15 remote computers |$899.95 |Elu;' MHow
|25 computers license - License to monitor up to 25 remote computers |$1199.95 |Bu5' Now
|5EJ computers license - License to monitor up to 50 remote computers |$1T99.95 |Bu;' Mow
|1UU computers license - License to monitor up to 100 remote computers |$2999.95 |Elu;' Mow
|2EJU computers license - License to monitor up to 200 remote computers |$3899.95 |Eiu;' How
|3UU computers license - License to monitor up to 300 remote computers |$4499.95 |Bu5' How
|4EJU computers license - License to monitor up to 400 remote computers |$5499.95 |Bu;' Mow
|5EJU computers license - License to monitor up ta 500 remote computers |$5499.95 |Elu;' MHow
|1UUU computers license - License to monitor up to 1000 remote computers |$9999.95 |Bu5' Now
|Er.tra license - add to your base license to maonitor more computers |$65 per, $60/5-10, $55/M11-50 |Bu5' How
|Additiona| maonitor license - monitor clients with maore than one user |$125 per |Elu5' Now
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